Data Protection Agreement (Draft)
This Data Protection Agreement (“DPA”) is entered into between:
(1) Customer (the “Controller”), and
(2) Collation.ai, an agentic AI company for fintech, with offices at 263 Tresser Blvd Floor 9,Stamford,CT 06901 United States (the “Processor”), together referred to as the “Parties.”

1. Subject Matter & Duration
1.1 This DPA governs Collation.ai’s Processing of Personal Data on behalf of the Customer in connection with the Services.
1.2 The duration of this DPA shall follow the term of the Agreement, unless earlier terminated.

2. Roles of the Parties
2.1 Customer acts as Data Controller.
2.2 Collation.ai acts as Data Processor.
2.3 Each Party shall comply with its obligations under applicable Data Protection Laws (including the GDPR, where applicable).

3. Nature & Purpose of Processing
3.1 Collation.ai shall Process Personal Data solely for:
· Receiving, storing, and processing financial and accounting data,
· Providing wealthtech analytics and reporting,
· Supporting integrations with third-party connectors (e.g., Addepar, Wealthbox, Sage, Xero, QuickBooks),
· Ensuring platform functionality, support, and security.

4. Categories of Personal Data & Data Subjects
· Categories of Data Subjects: Employees, officers, clients, and counterparties of the Customer.
· Types of Personal Data: Identification details, financial records, transactional data, and professional information.
· No special category data is intentionally collected unless required for processing financial transactions.

5. Processor Obligations
Collation.ai shall:
a. Process Personal Data only on documented instructions from Customer;
b. Ensure persons authorized to Process Personal Data are bound by confidentiality;
c. Implement appropriate technical and organizational security measures consistent with industry standards and SOC 2 Type II controls;
d. Assist Customer with data subject rights requests (access, rectification, erasure, restriction, portability, objection);
e. Delete or return all Personal Data upon termination of Services, unless retention is required by law;
f. Make available information necessary to demonstrate compliance and allow for audits (not more than once annually).

6. Sub-Processing
6.1 Customer authorizes Collation.ai to engage Sub-Processors for hosting, storage, analytics, and support.
6.2 Collation.ai shall ensure Sub-Processors are bound by obligations no less protective than this DPA.
6.3 Current Sub-Processors include:
· Microsoft Azure (cloud hosting, security, and storage)

7. International Data Transfers
Where Personal Data is transferred outside the EEA/UK, Collation.ai shall ensure appropriate safeguards are in place (e.g., Standard Contractual Clauses).

8. Security & Compliance
8.1 Collation.ai maintains a security program aligned with SOC 2 Type II standards, covering:
· Security, availability, and confidentiality controls,
· Formal risk assessment and monitoring processes,
· Regular third-party audits and attestations.
8.2 In addition, Collation.ai implements:
· Encryption of data at rest and in transit;
· Role-based access controls integrated with Azure AD;
· Secure software development lifecycle (SDLC) practices;
· Logging and monitoring of system access;
· Business continuity and disaster recovery planning.

9. Liability
Each Party’s liability under this DPA shall be subject to the limitations of liability in the Agreement, except where prohibited by Data Protection Laws.

10. Miscellaneous
10.1 This DPA shall prevail over any conflicting terms in the Agreement.
10.2 If any provision of this DPA is held invalid, the remaining provisions shall remain in effect.

Signed for and on behalf of Customer:
Name: ___________________
Title: ___________________
Date: ___________________
Signed for and on behalf of Collation.ai:
Name: ___________________
Title: ___________________
Date: ___________________

